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Message Text 

SECRET 

PAGE 01 LENING 01945 130508Z 
ACTION SY-05 

INFO OCT-01 ISO-OO /006 W 

119250 140736Z/16 

R 120927Z IUL78 
FM AMCONSUL LENINGRAD 
TO SECSTATE WASHDC 0000 
INFO AMEMBASSY MOSCOW 

SECRET LENINGRAD 01945 

SY CHANNEL 


DEPT FOR A/SY/OPS/T ONLY 
MOSCOW FOR RSO, TSO ONLY 

E.O. 11652: XGDS-2 
TAGS: ASEC 

SUBJECT: TECHNICAL PENETRATION, FRG CONSULATE, LENINGRAD 
REF: MOSCOW 16139(NOTAL) 

1 . REQUEST ANY AVAILABLE TECHNICAL INFORMATION REGARDING 
NOVEMBER 1977 MICROPHONE FIND IN GERMAN CONSULATE, LENINGRAD 
BE SENT TO TSO, LENINGRAD. 

2. AS SOON AS A JACKHAMMER IS RECEIVED FROM MOSCOW, PRESENT 
PLANS ARE TO BEGIN MINOR DEMOLITION WORK IN CG AND DPO OFFICE 
AREAS. AREAS TO BE SEARCHED WILL BE ALONG THE OUTSIDE WALL 
(FRONT OF BUILDING) AND BELOW THE WINDOW LEDGE. RADIATORS 
WILL BE REMOVED. THIS AREA WAS PICKED BASED ON THE FOLLOWIN 

A. LOCATION OF MICROPHONES IN AMEMBASSY MOSCOW. 

B. LOCATION OF MICROPHONE IN CANADIAN EMBASSY MOSCOW. 

C. COMPLETE RESTORATION WILL NOT BE REQUIRED SINCE AREA TO 
BE SEARCHED IS ALREADY "BOXED-IN" TO CONCEAL RADIATORS. 

D. MINIMUM MANPOWER REQUIREMENTS WILL PERMIT WORK TO BE 
DONE BY TSO AND RESIDENT SEABEE. 

SECRET 


SECRET 
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3. REQUEST FUTURE PLANNING INCLUDE COMPLETE DEMOLITION 
PROJECT FOR SENSITIVE AREAS, AT MINIMUM CG AND DPO OFFICES. 
BUCHANAN 
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